Incident Report Form  ·  [Company name]
	CYBERSECURITY STARTER KIT  ·  DOCUMENT 4
Incident Report Form
To be completed by the employee who notices a problem, then by the response lead.



	Before you fill in this form
If the incident is ongoing (ransom note, locked screen, money sent), call first: Appelez le tech 514-444-1041 and [internal contact, mobile]. Fill in the form afterwards.


Part A — Employee reporting
	Name
	

	Position and department
	

	Phone number to reach you
	

	Date and time noticed
	

	Device affected
	[Computer, phone, computer name]

	Location
	[Office, home, travelling]


What happened (check all that apply)
1. I clicked a link or opened a suspicious attachment
1. I entered my password or a code on a dubious page
1. I approved a sign-in request I had not made
1. My files are inaccessible or renamed; ransom note
1. Emails were sent from my account without me
1. Suspicious request for a payment, transfer or banking change
1. I sent information to the wrong person
1. Device, USB key or document lost or stolen
1. Call or message from someone claiming to be IT support or the bank
1. Other: [ ]
Already done:   ☐ disconnected the device from the network    ☐ photo of the screen    ☐ deleted nothing
Description in your own words
	





Part B — Response lead
	Incident no.
	[YYYY-NN]

	Received by / date and time
	

	Severity level
	[Critical / High / Moderate / Low]

	Systems and accounts affected
	

	Personal information involved?
	[Yes / No / To be determined] — if yes, record in the Law 25 register

	Risk of serious injury?
	[Yes / No] — justification:

	Financial loss?
	[No / Yes: amount $___]


Notices sent
	Recipient
	Date and time
	By
	File no.

	Appelez le tech
	
	
	

	Insurer
	
	
	

	Bank
	
	
	

	Commission d’accès à l’information
	
	
	

	Persons concerned
	
	
	

	Police
	
	
	


Closing
	Cause identified
	

	Corrective measures
	

	Closing date
	

	Lead’s signature
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