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Cybersecurity Incident Response Plan
What to do, in what order and who to notify when a cyberattack or a privacy incident occurs.



	Company
	[Company name]

	Response lead
	[Name, title]

	Cyber insurance policy no.
	[ ]  ·  Insurer emergency line: [ ]

	Version and date
	[1.0 – YYYY-MM-DD]

	Approved by
	[Name, title]

	Next review
	[YYYY-MM-DD] (at least once a year)



	Template to adapt
This document is a template provided by Appelez le tech. Replace the items [in brackets] with your company’s information and remove anything that does not apply. It is not legal advice; for legal obligations (Quebec Law 25, contracts, insurance), review it with your legal advisor or insurance broker.



	The first 15 minutes
1. Do not turn off the affected computer: disconnect it from the network (cable and Wi-Fi).
2. Call Appelez le tech at 514-444-1041, then the response lead.
3. Pay nothing, delete nothing, do not reply to the attacker.
4. Write down the time and what you saw (photo of the screen with a phone).
The printable First Steps sheet sums up these steps: post it near workstations.


1. What is an incident?
Any event that threatens the confidentiality, integrity or availability of [Company name]’s systems or data. Examples: ransomware, hacked email account, CEO fraud or change of banking details, lost computer or phone, email containing personal information sent to the wrong recipient, unauthorized access to a file, virus detected.
A privacy incident (as defined by Quebec’s Law 25) is any access, use or communication of personal information not authorized by law, or its loss. It triggers specific obligations (section 5).
2. Response team
	Role
	Name
	Mobile
	Backup person

	Response lead (decides)
	[ ]
	[ ]
	[ ]

	IT support
	Appelez le tech
	514-444-1041
	[ ]

	Person in charge of the protection of personal information (Law 25)
	[ ]
	[ ]
	[ ]

	Cyber insurance broker or insurer
	[ ]
	[ ]
	n/a

	Legal advisor
	[ ]
	[ ]
	n/a

	Communications (clients, media)
	[ ]
	[ ]
	[ ]



If the company email is compromised, the team communicates by phone or text, never through company email or Teams.
3. Severity levels
	Level
	Examples
	Response time

	Critical
	Ransomware, several accounts compromised, fraudulent transfer made, leak of sensitive personal information
	Immediately, 24/7

	High
	One hacked email account, lost unencrypted device, active malware on a computer
	Within the hour

	Moderate
	Phishing link clicked without entering a password, email sent to the wrong internal recipient
	Same day

	Low
	Phishing email received and reported, alert blocked by the antivirus
	Log it


4. The six steps of the response
Step 1 — Detect and report
1. Any employee immediately reports suspicious behaviour (see document 4 – Incident Report Form).
1. The lead opens an entry in the incident log (section 7) and assigns a severity level.
Step 2 — Contain
1. Isolate affected devices from the network (without turning them off).
1. Disable compromised accounts, change their passwords and revoke active sessions (Microsoft 365).
1. Check for forwarding or deletion rules added to mailboxes.
1. Block non-essential remote access.
1. Protect backups: disconnect them if they are reachable from the network.
1. Notify the insurer before hiring outside experts or negotiating.
Step 3 — Assess
1. Which systems, accounts and data are affected? Since when?
1. Is personal information involved? If so, apply section 5.
1. Was there a financial loss? If so, call the bank immediately to try to stop or recall the transfer.
1. Preserve evidence: logs, emails (do not delete them), screenshots.
Step 4 — Eradicate
1. Clean or reinstall affected devices; fix the weakness that was used (update, configuration, missing MFA).
1. Check that no persistent access was left behind (added accounts, authorized apps, devices registered for MFA).
Step 5 — Recover
1. Restore from clean backups, following the priorities in document 2 – Disaster Recovery Plan.
1. Closely monitor systems and accounts for at least [30 days].
Step 6 — Learn
1. Debrief meeting within [10 days]: what worked, what was missing, measures to put in place.
1. Update this plan, the acceptable use policy and employee training.
5. Privacy incident (Quebec Law 25)
When there are reasons to believe an incident involves personal information, the company must:
1. Take reasonable measures to reduce the risk of injury and prevent similar incidents.
1. Record the incident in the register (workbook 06), even if it does not present a risk of serious injury. The register is kept for at least five years and provided to the Commission d’accès à l’information (CAI) on request.
1. Assess whether there is a risk of serious injury, considering the sensitivity of the information, the anticipated consequences and the likelihood it will be misused.
1. If the risk is serious: promptly notify the CAI (notice form at cai.gouv.qc.ca) and the persons concerned, as well as any person or organization that could reduce the risk (e.g. a bank).

	Factor
	Questions to ask

	Sensitivity
	SIN, financial or health information, ID documents, passwords? Information about minors?

	Consequences
	Identity theft, fraud, damage to reputation, humiliation, job loss?

	Likelihood
	Malicious act (attacker) or error? Was the data encrypted? Recovered or destroyed by the recipient?


6. Who to notify
	Organization
	When
	Contact

	Cyber insurer
	As soon as an incident is suspected
	[Emergency line, policy no.]

	Bank
	Fraudulent payment or transfer
	[Bank fraud line]

	Commission d’accès à l’information (CAI)
	Privacy incident with a risk of serious injury
	cai.gouv.qc.ca

	Persons concerned
	Same condition as the CAI
	From the register

	Police
	Fraud, extortion, ransomware
	[Local police service]

	Report Cybercrime and Fraud system
	Fraud or cybercrime (federal)
	reportcyberandfraud.canada.ca

	Canadian Centre for Cyber Security
	Reporting a cyberattack
	cyber.gc.ca

	Professional order / key clients
	Based on contractual or ethical obligations
	[ ]


7. Incident log
Record every action, with the time. This log is used by the insurer, the authorities and the debrief.
	Incident no.
	[YYYY-NN]

	Date and time detected
	

	Detected by
	

	Type of incident
	

	Severity level
	

	Personal information involved?
	[Yes / No / To be determined]



	Date / time
	Action or finding
	By

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



Appendix — Common scenarios
Ransomware (encrypted files, ransom note)
1. Disconnect, do not turn off, do not pay, photograph the message. Notify the insurer and Appelez le tech. Check the state of the backups before any restore.
Hacked email account
1. Change the password, revoke sessions, check MFA and mailbox rules. Warn contacts who may have received fake messages. Look for invoices or payment requests sent in the victim’s name.
Fraudulent transfer or change of banking details
1. Call the bank right away (the first hours are critical), then the police. Keep the original emails with their headers.
Lost or stolen device
1. Report it within the hour. Lock or wipe it remotely, revoke the account’s sessions. Check whether the device was encrypted.
Email sent to the wrong recipient
1. Ask the recipient to delete the message and confirm in writing. Record it in the Law 25 register and assess the risk of injury.
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