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IT Disaster Recovery Plan
How to get the business running again after an outage, a disaster or a cyberattack.



	Company
	[Company name]

	Plan owner
	[Name, title]

	IT provider
	Appelez le tech · 514-444-1041

	Version and date
	[1.0 – YYYY-MM-DD]

	Approved by
	[Name, title]

	Next review
	[YYYY-MM-DD] (at least once a year)



	Template to adapt
This document is a template provided by Appelez le tech. Replace the items [in brackets] with your company’s information and remove anything that does not apply. It is not legal advice; for legal obligations (Quebec Law 25, contracts, insurance), review it with your legal advisor or insurance broker.



	How to use this plan
First fill in workbook 05 – Asset and Vendor Inventory: it feeds sections 3 and 4. Keep a printed copy of this plan outside the office (at the owner’s home, for example): during a ransomware attack, your files and email may be unavailable.


1. Objectives and definitions
This plan describes [Company name]’s essential systems, the order in which they must be restored, who is responsible and the restore procedures. It covers in particular: a server or workstation failure, loss of Internet or phone service, a fire or water damage, a cloud provider outage and a cyberattack (ransomware, compromised account).
	Term
	Meaning

	RTO (recovery time objective)
	Maximum acceptable time before the system is usable again. E.g. 4 hours.

	RPO (recovery point objective)
	Maximum amount of work you accept to lose, expressed in time. E.g. 24 hours = you accept redoing the last day.

	Immutable or offline backup
	A copy that cannot be changed or deleted by an attacker, even with an administrator account.

	Degraded mode
	How to keep serving clients without the system (paper, mobile phone, another computer).


2. Recovery team and activation
	Role
	Name
	Mobile
	Backup person

	Coordinator (decides and communicates)
	[ ]
	[ ]
	[ ]

	IT support
	Appelez le tech
	514-444-1041
	[ ]

	Operations / client lead
	[ ]
	[ ]
	[ ]

	Finance lead (payroll, payments)
	[ ]
	[ ]
	[ ]

	Person in charge of the protection of personal information
	[ ]
	[ ]
	[ ]



The plan is activated by the coordinator (or backup) when an essential system has been unavailable for more than [1 hour] or may be down longer than its RTO. For a cyberattack, apply document 3 – Incident Response Plan first, then this plan for recovery.
3. Essential systems and priorities
Rank your systems by priority. Priority 1 = the business cannot operate without it.
	Priority
	System or service
	Used for
	RTO
	RPO
	Degraded mode

	1
	Microsoft 365 (email, Teams, files)
	[ ]
	[4 h]
	[24 h]
	[Mobile phones, webmail]

	1
	[Line-of-business / accounting software]
	[ ]
	[ ]
	[ ]
	[ ]

	1
	Internet access and Wi-Fi
	[ ]
	[ ]
	n/a
	[Phone hotspot]

	2
	Phone system
	[ ]
	[ ]
	n/a
	[Forward to mobile]

	2
	[File server / NAS]
	[ ]
	[ ]
	[ ]
	[ ]

	3
	[Printers, scanners]
	[ ]
	[ ]
	n/a
	[ ]

	[ ]
	[ ]
	[ ]
	[ ]
	[ ]
	[ ]


4. Backups
Recommended rule: 3-2-1-1 — three copies of the data, on two different media, one off-site and one immutable or offline.
	Data
	Backup tool
	Frequency
	Retention
	Location
	Immutable?

	Workstations
	[ ]
	[ ]
	[ ]
	[ ]
	[Yes/No]

	Server / NAS
	[ ]
	[ ]
	[ ]
	[ ]
	[Yes/No]

	Microsoft 365 (email, OneDrive, SharePoint, Teams)
	[ ]
	[ ]
	[ ]
	[ ]
	[Yes/No]

	Line-of-business / accounting software
	[ ]
	[ ]
	[ ]
	[ ]
	[Yes/No]

	Configuration (firewall, phone system)
	[ ]
	[ ]
	[ ]
	[ ]
	[Yes/No]



	Microsoft 365 is not a backup
Microsoft guarantees the availability of the service, not the recovery of your data. A file that is deleted, encrypted by ransomware or erased by an employee can only be recovered for a limited time. A backup separate from Microsoft 365 is strongly recommended.


5. Recovery procedures
5.1 Workstation failure
1. Report it to IT support and note the error message (photo of the screen).
1. Use a spare computer: [location of spare]. Files are available through OneDrive / SharePoint.
1. Restore or replace the computer from backup; check that the antivirus and management agent are active.
5.2 Internet outage
1. Check the modem and router (restart). Call the Internet provider: [name, number, account no.].
1. Turn on the backup link: [4G/5G, phone hotspot].
1. Forward phone lines to mobile phones if needed: [procedure].
5.3 Server failure or lost files
1. Do not restart repeatedly or try to repair the drive: call IT support.
1. Identify the restore point (last clean backup) and tell employees what work must be redone (based on the RPO).
1. Restore priority 1 data first, then validate with a user before reopening access to everyone.
5.4 Disaster (fire, water damage, office inaccessible)
1. Make sure people are safe. Notify the insurer.
1. Have employees work remotely with Microsoft 365. Provide replacement computers: [supplier, lead time].
1. Restore on-premises servers to the cloud or to new hardware from the off-site backup.
5.5 Cyberattack (ransomware, compromised account)
1. Apply document 3 – Incident Response Plan. Do not restore anything until the threat is contained: you could reinfect the backups.
1. Notify the insurer before incurring costs: insurers often require their own experts.
1. Restore from a backup taken before the intrusion, change all passwords and revoke sessions before reconnecting computers.
5.6 Cloud provider outage
1. Check the service status (e.g. Microsoft 365 service health, admin.microsoft.com).
1. Inform employees and apply the degraded mode set out in section 3.
1. Record how long the outage lasted for a possible service credit.
6. Communication
	Audience
	Message and channel
	Owner

	Employees
	[Group text, call, Teams on mobile]
	[ ]

	Clients
	[Phone greeting, email, website]
	[ ]

	Suppliers and partners
	[ ]
	[ ]

	Insurer, bank, professional order
	[ ]
	[ ]


7. Testing and updates
1. Restore test of a file and a mailbox: [every three months].
1. Full restore test of a computer or server: [once a year].
1. Tabletop exercise (ransomware scenario, 1 hour, with the recovery team): [once a year].
1. Review the plan after every incident, system change or departure of a key person.

	Date
	Type of test
	Result
	Actual duration
	Corrective actions

	[ ]
	[ ]
	[Passed / Partial / Failed]
	[ ]
	[ ]

	
	
	
	
	

	
	
	
	
	



Insurers increasingly ask for proof that backups are tested: keep this log.
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