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IT Acceptable Use Policy
Rules every employee agrees to follow to protect the company, its clients and its data.



	Company
	[Company name]

	Policy owner
	[Name, title]

	Version and date
	[1.0 – YYYY-MM-DD]

	Approved by
	[Name, title]

	Next review
	[YYYY-MM-DD] (at least once a year)



	Template to adapt
This document is a template provided by Appelez le tech. Replace the items [in brackets] with your company’s information and remove anything that does not apply. It is not legal advice; for legal obligations (Quebec Law 25, contracts, insurance), review it with your legal advisor or insurance broker.


1. Purpose and scope
This policy governs the use of [Company name]’s computers, phones, accounts, software, cloud services (including Microsoft 365) and networks. It applies to all employees, interns, contractors and directors, at the office and when working remotely, on company devices and on personal devices used for work.
IT tools are provided for work. Reasonable personal use is tolerated as long as it does not interfere with work, does not put security at risk and complies with this policy.
2. Accounts, passwords and authentication
1. Your account is strictly personal: never share your password, whether with a colleague or with a “technician” who calls you. IT support will never ask for your password.
1. Use a passphrase of at least 15 characters (e.g. four unrelated words) that is unique to your company account. Never reuse it on a personal site.
1. Multi-factor authentication (Microsoft Authenticator, passkey or security key) is mandatory on all accounts. Never approve a sign-in request you did not start yourself: report it immediately.
1. If a website or a colleague asks you to enter a “device code” on a Microsoft page, refuse and call IT support.
1. Lock your computer (Windows key + L) every time you step away.
1. Passwords must not be written on paper, kept in an unprotected file or stored in a personal password manager. Use the tool approved by the company: [tool name, or “none”].
3. Email, messaging and calls
1. Be wary of any message that creates a sense of urgency, secrecy or fear, even if it appears to come from an executive, a client or a known supplier.
1. Do not click a link or open an unexpected attachment. When in doubt, use Outlook’s Report button or forward the message to [reporting address].
1. Any request for a wire transfer, change of banking details or direct deposit must be confirmed by calling a number already on file, never the number given in the message (see section 7).
1. A voice or a video can be imitated by artificial intelligence. An unusual request received by phone or video call must be confirmed through another channel.
1. Do not use your work address to sign up for personal services (shopping, social media, games).
1. Internal communications use the approved tools: [Microsoft Teams, Outlook]. Personal messaging apps (WhatsApp, Messenger, SMS) are not used to share client information.
4. Devices and software
1. Do not install any software, browser extension or app without authorization from [IT lead / Appelez le tech].
1. Never disable the antivirus, the remote management agent, encryption or updates.
1. Accept restarts requested for updates within [48 hours]. An out-of-date browser or Windows can cancel out the protection of multi-factor authentication.
1. Never plug in unknown USB keys or external drives. Company data is not copied to personal media.
1. A lost or stolen device (computer, phone, key) must be reported within the hour so it can be locked or wiped remotely.
1. Company devices remain company property and must be returned when an employee leaves.
Personal devices (phone, tablet, computer)
Access to company email or files from a personal device is allowed only if the device:
1. is protected by a PIN, password or biometrics;
1. runs an operating system that is still supported and up to date;
1. uses the official apps (Outlook, Teams, OneDrive) rather than the built-in mail app;
1. accepts the company’s protection rules (e.g. Intune), which can wipe company data only, never your personal data.
5. Data, files and privacy
1. Company files are saved in approved locations: [SharePoint, OneDrive, server]. Nothing important should be kept only on the desktop or local drive.
1. Never transfer company documents to a personal email address or personal storage service (Dropbox, personal Google Drive, WeTransfer).
1. To share a document externally, use a sharing link limited to specific people and, where possible, with an expiry date.
1. Personal information (social insurance numbers, dates of birth, financial or health information, ID documents) is accessed only when your job requires it, and is never sent by unencrypted email.
1. Any incident involving personal information (sent to the wrong recipient, lost, accessed without authorization) must be reported immediately to the person in charge of the protection of personal information: [name]. The company is legally required to record it (Quebec Law 25).
1. Confidential paper documents are shredded; screens are locked or positioned so visitors cannot read them.
6. Artificial intelligence
1. Approved tools: [Microsoft 365 Copilot with your work account / other]. Other tools (ChatGPT, Gemini, extensions) are used only with authorization.
1. Never copy personal information, client data, contracts or confidential information into an unapproved AI tool or a personal account.
1. Always review and validate AI output: you remain responsible for the content you send or publish.
7. Payments and banking changes
	Golden rule
No wire transfer, no change of banking details (supplier or employee) and no urgent payment is made based solely on an email, text or call. It is confirmed by a two-minute call to a number already on file and approved by a second person: [name or role].



Amount above which dual approval is mandatory: [$___].
8. Remote work and networks
1. Use a password-protected Wi-Fi network. Avoid public networks; if needed, use your phone’s hotspot.
1. Change your home router’s default password and keep it up to date.
1. Calls and screens containing confidential information must not be visible or audible to others (family, café, transit).
1. Remote access to the company network is only through the approved method: [remote management agent / VPN / other].
9. Reporting protects everyone
An employee who clicks a link by mistake or enters a password on a fake page will not be blamed if they report it quickly. Minutes count: a fast report makes it possible to stop the attack before it spreads.
	IT support
	Appelez le tech · 514-444-1041

	Reporting email
	[address]

	Internal contact
	[name, phone]

	Person in charge of the protection of personal information
	[name, email]


10. Monitoring and compliance
To protect its systems, the company may log and analyze the use of its tools (sign-ins, security alerts, email and web filtering), in accordance with applicable laws and privacy. Failure to comply with this policy may lead to disciplinary action up to and including dismissal, and to the revocation of access.
Every employee takes cybersecurity awareness training when hired, then at least [once a year].

Employee acknowledgment
I confirm that I have read and understood [Company name]’s IT Acceptable Use Policy, version [1.0], and I agree to comply with it. I understand that my access may be suspended if I do not comply.

	Employee name
	

	Position
	

	Signature
	

	Date
	

	Company representative
	

	Signature
	



Keep a signed copy in the employee’s file. A new signature is requested whenever the policy is significantly revised.
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